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intransitive verb : to divide into two branches or parts
Bifurcate derives from the Latin bifurcus, meaning "two-pronged,"
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What is needed to access ?

: (:_; Checkpoint SecuRemote VPN O

OR

'1"‘ firewall to firewall VPN

I .

_—

* KACIS

* KSMART
o KIBRS
o LAW
o KS Warrants

KS Central Message Switch:

e NCIC
e ||
* Nlets

¢ OpenFox
¢ Local CAD SW
< REJIS

e e

Nlets



What is needed to access ?

e KANSAS ONLY CCH search

T
i KANSAS DL Photos

eDisposition
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(Recommended)

LPR Downloads

The vendor for tokens has changed. LEEP A '.
OPTIV Security « N-Dex
6130 Sprint Parkway, suite 400 * (2-factor authentication)

Overland Park, KS 66211 * TLS1.2

Phone (sales) 888-732-9406 FBIl.gov (Public access)
FAX 816-421-6677

tokens@optiv.com 7
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3.2.9 Local Agency Security Officer (LASO)

Each LASO shall:

WEEEER

5. Support policy compliance and ensure the CSA ISO is promptly informed of security incidents:™®
4. Ensure the approved and appropriate security measures are in place and working as expected.
1. Identify who is using the CSA approved hardware, software, and firmware and ensure no
unauthorized individuals or processes have access to the same.

2. Identify and document how the equipment is connected to the state system.

3. Ensure that personnel security screening procedures are being followed as stated in this Policy.

6. The agency LASO is responsible for securing security awareness training and associated record
keeping.

10



LOCAL AGENCY |

3.2.9 Local Agency Security Officer (LASO) —_——

Resources:

+» KCJIS Secure Web Portal https://kcjis.ks.gov

| Py bt Rrriem 1 R
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3.2.9 Local Agency Security Officer (LASO)

Each LASO shall:

5. Support policy compliance and

ensure the CSA ISO is promptly informed of security incidents.

+¢ KCJIS Policies and Procedures
» KCJIS has adopted the FBI CJIS Security Policy as the foundational document for KCJIS policies.
» Included as policy by reference are: Title 28 part 20, Code of Federal Regulations (CFR); The NCIC
2000 Operating Manual and associated Technical and Operational Updates (TOUs), The N-Dex
Operations manual, and Kansas Statutes and Regulations.

¢ FBI CJIS Security Policy Version 5.5 6/1/2016 B ey
» FBI Requirements and Tiering Document lists the 568 “shall” statements

Ver 5.3 Location | Ver 5.4 Location
and New and New Topic
Requirement Requirement

New

- 5128 Wireless Hotspot Capabilty [
New 1.1n
5138 Prot

New
5138
N

low
51391

low
5.13.9.1
Ny

w
5.13.10

low
5.13.10
5.13.10

New

5.13.10

low
513.10

12




41 ; 5.10.1.2

5.10 ; 5.7 ; 5.13

5.9;5.8

5.12;5.2;5.1,;5.5;5.6

13



4 CRIMINAL JUSTICE INFORMATION AND PERSONALLY IDENTIFIABLE INFORMATION

4.1 Criminal Justice Information (CJl)

Criminal Justice Information is the term used to refer to all of the FRI CJIS and KCJIS provided data
necessary for law enforcement and civil agencies to perform their missions ..

KCIJIS POLICIES and AUDIT are applicable if:

The source of the information is KCIJIS.
(4 H H » \
As if you are borrowing”. N

14



Is your information mingled with KCJIS sourced
information?

YR\

7,

Protect information to highest Level possible!
Or @least to highest applicable policy.






https://cjisaudit.khp.ks.gov
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1.3 Relationship to Local Security Policy and Other Policies

This Security Policy may be used as the sole security policy for the agency. The local agency may
complement this Security Policy with a local policy, or the agency may develop their own stand-
alone security policy; however, this Policy shall always be the minimum standard and local policy
may augment, or increase the standards, but shall not detract from these Policy standards.

Part 1= POLICIES. ..o 2. o..ceocescecescescesceseeseessessessesms s smenmesass s smscmssmssnns i The ECJIS committee has chosen to adopt the FBI CJIS Security Policy as the baseline policy for
== | KCJIS. When KXCJIS requirements exceed those of FBI CJIS policy, the KCJIS language will be
1 INTRODUCTION -1 (\"‘7) identified by a KECJIS icon in the leff margin as illustrated in this paragraph.
1.1 Purpose ... 1 1
22 BEOPE e e L Whenever the terms CJLS or NCIC ave used in any part of this publication, it generally refers to
both FBI CJIS and KCJIS provided information and systems used to access that information.

1.3 Relationship to Locai Security Policy and Other Palicies ...

1.4 Terminology U! in This Document.............ccccoeo....
1.5 Distributio curity Palicy.
2 CIIS SECURITY P ROACH ....

2.1 ClIS Security Policy Vision Statement ..

KCIE Policies and Procsdures - 5.4

2.2 Architecturs Independant .. BAET 1 FOLOES

2.3 Risk Versus Realism ........ .
ROLES AND RESPONSIBILITIES ...cocaieeersssmssresssemsssssssnarmss s snsrmsssnsn snasnsnssssssmsssmssasmsssmssnssssnasns

w

3.1 Shared Management Philosophy ..o

. KCJIs additions/enhancements in line on same page of

3.1 Roles and Responsibilities for Agencies and Parties.

FBI requirements. Notated by
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1 _INTRODUCTION

1.1 Purpose

PART 2 - GUIDANCE....

1.2 Scope

1.3 Relationship to Local Security Policy and Other Policies

The local agency’s Standard Operating Procedures (SOP) manual should include any specific
mstructions to facilitate the implementation of any local agency systems with specific focus

11 P O e s

1.2 e T on how to use the local systems in compliance with FBI and KCJIS policies. For example, if
. . . - vour agency utilizes a CATVEMS system that accesses or stores CJL vour agency will need to
13 Relationship ocal Secwrity Policy and Other Folicies ... have specific procedures for using t‘hmﬁem_ - YO BEEE
Additionally, several phrases are used in the FBI policies to indicate the intent to require
2 CJIS SECURITY APPROACH w.covumssssnsssssessssssssssssssssssssassssssasssssssd T B e o e
required the Kansas Highway Patrol CJIS unit searched the policies using keywords such as
3 ROLES AND RESPO B rrrrrumsrrssrersmEEEeErrsrE R ERuEEEEEERE R TR nnnnnnn document, documentation, process, processes, and procedures. Furthermore, using the

experience of FBI CJIS audits enforcement and interpretation of policy, the KHP audit unit
has developed the following Lists of required Standard Operating Procedures or policies that
local agencies need to maintain:

3.1 Shared Management Phileo PRy e

3.2 PRoles and Responsibilities foreencies and Parties . ..o SOP ttems verified during an NCIC/Data Quality compliance audit inchude the following:

4  CRIMINAL JUSTICE INFORMATION AND PERSONALLY IDENTIFIABLE INFQ Procedures for dissemination of Gl and CHRI to authorized recipients.

Procedure for verifying requestor of CJ1 is an authorized recipient prior to

41 Criminal Justice Information [C11) ...\ dissemination.

4.2 Access, Use and Dissemination of Crimina| History Record Information [CHH Procedures for accommodating Individual Access & Review of one’s own CHRL

Files Information, and NCIC Mon-Restricted Files Infarmation o

Agency specific NCIC and KS Warrant File quality assurance procedures.
43 Personzlly Identifizble Information (FI)............

5  POLICY AND IMPLEMEMTATION .covevsrismmnssnssssmmssmnsnadassassnsssmnssmnssnassnasnmsans

Agency training policies and procedures regarding entry and query of records
contained in the various state and federal systems accessed via KCJIS.

Conducting Pre-employment record checks (see 5.12.1.1)

Self-Reporting of new criminal viclation (zee 5.12.1)

Feporting of Policy viclations (see 5.3.4.1)

Transfer or removal of personnel for violation of lecal or KCJIIS policies.(See 5.12.3)

Terminating access to KCJIS for resigned or suspended personnel. (See 3.12.2)

I I I B I [ B B

Mobile Device Usage for accessing I11

KNS Policies and Procedures - 3.4 154




Crfminal

requirements are mdicated m

i : :
- the state system.
Poki

ok CS0.

s
et The document also contains the “Requirement Priority Tier” colummn. This column lists the
mdividual requirement tier of 1 or 2. Tier 1 requirements are mdicated m BLUE. Tier 2
. Tier priorities are defined as indicated here:

" Tier 2 requirements must be met by the date indicated in the plan approved by the

g Groups, |

Te "5 o Clustgys" puge Bals seqiieneals fhal wete doded. deeal, or Cherged Boie
e prerfoa version 2 are now reflecied in the current versos. Wiilon the o, fhe
chareg et o] alSticess e haphlighoed i pelhow fio eais of lcano

Tier | requiremests mus b= met by a =reem before a C50 cam allow connection és
El R4 D VSO

= Tier I requirements mus b= met by dbe dade indscated in the plam approved by de
0

Foi coctinindy wirkin the doctinnet, e die colimg of (e e which seflers ketinis i e
CAEEE Versai: and The peevious versied of the Pobcy

Pleie redes Uesions of COuninessly albour D (SqUEeneay oo of he cLEmel versiog of
e CITS Seciminy Pobicy o o respecunes Heiraion Saopiny Ofcer, TS Syieins Ofos
of Cistnpact Oificer

32201

32201)

T_ Standards & SElechion, SUpErVision, and separatio sonnel who|
hawe access to CJL

v

2. Policy goveming the operation of Ers, access devices, circuits, hubs |8
routers, firewalls, and components that comprise and support a|
telecommunicati etwork and related CJIS systems used to process. store, or|

' CJl. guaranteeing the prionty, confidentiality, integrity, and availability of|
senvice needed by the criminal justice community. :

Z-.'_s\

a. Ensure appropriate use, enforce system discipiine, and ensure CJIS Division|
operating procedures are folowed by all users of the respective services and|
information. i

=

/

shall remain with the CJA

b. Ensure statefederal agency compliance with policies approved by the APE T
11 | n
/ and adopted by the FBI
c. Ensure the intment of the C3A 120 and determine the extent of authority] =
2.22(2) 322(2) e ]
d. The TS0, or designes, shall ensure that a Teminal Agency Coordinator|
(TAC) = decignated within each agency that has devices accessing CJHIS[ 1
systems.
e. Ensure each agency having access to CJI has someone designated as the| K
Local Agency Security Officer (LASO) 4
f._Approve sccess to FEI CJIS systems A
g. Assume ultimate responsibility for managing the security of CJIS systems| e
within their state and/or agency. e 1
h. Perform other related duties ouffined by the user agreements with the FBI| i
CJIS Division. . Z
322(3) 3. Qutsourcing of Criminal Justice Functions
32903 3233 3 Resp for the of the approved securty requeements| 1

Page 1 of 36
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3.2.9 Local Agency Security Officer (LASO)

Each LASO shall:

5. Support policy compliance and

ensure the CSA ISO is promptly informed of security incidents.

Banied pramal Jismee Inkarmtg S5
ke FEE Podlbes add Prsonlares

3
)

]

(&

=

Ver 5.4 Location

& New Topic Shall Statement e
~ Priority Tier
Reguirement
a " 2. |ldentify and document how the equipment is connected to the state system. 1
a8 129 - 3. Ensure that personnel security screening procedures are being followed as stated in this 1
’ policy.
29 - 4. Ensure the approved and appropriate security measures are in place and working as 1
expected.
40 - 5. Support policy compliance and ensure CSA 150 is promptly informed of security 1

incidents.

6. The agency LAZS0 is responsible for securing security awareness training and
associated record keeping.

Agencies shall make notification to the Kansas Highway Fatrol CJIS Uit within 3 business
days of a LASO change within their agency.

FBI CJIS Division
Information
Security Officer (FBI

The FBI CJIS 130 shall;

22



3.2.9 Local Agency Security Officer (LASO)

Each LASO shall:

5. Support policy compliance and

ensure the CSA ISO is promptly informed of security incidents.

Ver 5.4 Location

Requirement

Topic

Shall Statement

Bapmas dplammal Jastior Inkapausinn S
TR RIS Pollibe sl Proonlire

5101

Information Flow
Enforcement

The network infrastructure shall control the flow of information between
interconnected systems.

5.10.1.1

Boundary Protection

The agency shall:

1. Control access to networks processing CJI.

2. Monitor and control communications at the external boundary of the
information system and at key internal boundaries within the system.

3. KCJIS policy requires that any connections to the Internet, other external networks,
or non-criminal justice irformation systems occur through locally managed firewalls. See
Section 3. 13.4 4 for guidance on personal firewalls. Also refer to National Institute of
Standards and Technology (MST) Special Publication 800-41 Guidelines on Firewalls
and Firewal Policy, available at

hittpAvww . nist. gov/custonmcffget_pdf.cfim?pub _id=901083.

4. Employ tools and techniques to monitor network events, detect attacks, and provide
identification of unauthorized use.

5. Ensure the operational failure of the boundary protection mechanisms do not result
in any unauthorized release of information outside of the information system boundary
(i.e. the device shall “fail closed™ vs. “fail open™).

6. Allocate publicly accessible information system components (e.g. public Web
servers) to separate sub networks with separate, network interfaces. Publicly
accessible information systems residing on a virtual host shall follow the guidance in
section 5.10.3.2 to achieve separation.

Encryption

1. Encryption shall be a minimum of 128 bit.

Requirement
Priority Tier




3.2
Each

5. Support policy compliance and ensure the CSA IS0 is promptly informed of

.9 Local Agency Security Officer (LASO)

LASO shall:

security incidents.

5.11 Policy Area 11: Formal Audits

5.11.2.2 Triennial Security Audits by the Kansas Highway Patrol CJIS Unit

\/
0’0

Based on KCJIS Policies and Procedures
= FBI CSP
= KCJIS additions
= Requirements and Tiering Document lists the “shal
statements.

III
Your Information Technology Security Auditor will contact
you “when it’s time”.

Complete the questionnaire your auditor will provide.
= On site will go quicker

On site visit to confirm physical security and hardware.

Excellent time for 1 to 1 training and questions answered.

N LOCAL AGENCY

Ver 5.4 Location T
& New Topic Shall Statement B
" Priority Tier
Requirement
385 51041 Information Flow | The network infrastructure shall control the flow of information between 1
s Enforcement interconnected systems.
_ Boundary Protection |The agency shall:
386 - 1 Control access to networks processing CJI.
287 2 Monitor and control communications at the external boundary of the 1
information system and at key internal boundaries within the system
3 KCJ 'Spo\:yrecr ires that any connections to the Internet. ather external r emon(s
] nformation systems cccur through locall)
idance on personal firewalls. Also refer 1
(NIST) Special Publication 800-41 Guidelines on Frena s
e at
5.10.1.1 hw/A\\\\\ ist. gu /c..s omciiget_pdf.cim?pub_id=901083.
389 4 Employ tools and techniques to monitor network events, detect attacks, and provide 1
identification of unauthorized use.
5 Ensure the operational failure of the boundary protection mechanisms do not result
390 in any unauthorized release of information outside of the information system boundary 1
(i.e. the device shall *fail closed™ vs. “fail open®).
6 Allocate publicly accessible information system components (e.g. public Web
304 servers) to separate sub networks with separate, network interfaces. Publicly 4
accessible information systems residing on a virtual host shall follow the guidance in
section 5.10.3.2 to achieve separation
382 Encryption 1. Encryption shall be a minimum of 128 bit 1
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Each LASO shall:

5. Support policy compliance and €NSUre the CSA ISO is promptly informed of security incidents.

5.3 Policy Area 3: Incident Response
5.3.1 Reporting Information Security Events

Security Incident Notification

Agrnoy ORI

Apenoy TAC: Agenoy LAZOC

&fteoted Sycisme and Losations:

Other Cf Aftected:
DateTime of incddent: Fsponisd by
Tyes of Incloent: Malssneiine, DCeni of Service . Networs Intusion er:-[l.

Whatwas happening at tme- of InCident? (What appiications wens runing, web shes visiied, sc.j7

Hew was Incident dissovend?
Anfl-Malwars Softwars Alerted: During Real Sme Actly scans
Who received the aler? LT Administrator Device EndUser

Manual scan using nstaled software_ - Manual Scan wsing atemate softwane_ —_—
Give detalls why 2 manual scan was done or oher detalls to how Inddent was discoversd

Mame of ifaction ax Indicated by ant-maiwane sotware;

_ During Echeduied Scan

What Ant-faiware Application was running on the deice(s) at tme of Incident™
Brand: Daée of Signature Definitions:

Damages Asceccment (nclude any Indicatons If sensive Dot wias 05t or Compromizad)

Providing DETAILS will help us
help you get back up and
running ASAP.

* If your anti-virus reported
detected malware- what
did it call it?

* Different malware can be
handled accordingly IF we
know what it is.

* Who's device?
* How did they get infected?

* How are you going to keep
it from happening again?

Wiere fies rectoned from @ backup? WA

Security Incident Notification

Hotifloations:
DabeiTime LASO notifed,_ By
DabeiTime LT. notfied By
Dabeftime K5I nofied ®E| tohat s

DCabeftime KHP noiifled

Comeotive | Recolution Meacursc:
contaat of pai P
Kame P emalt

irscioration aotions:

AgEncy empaoyee _  ‘GovemmentlT._ Private Confrachor __

Name. o emait,

Agency empiyee - ‘GovemmentlT. Private Confrachor _

Was affecied Deviceis) Hard Drive erased and reformatied? Yes Mo _
If Wi, give details how maware was

NO
YES, from x Network backup _ _ Remowabie Storage Device
Ciperating System Restors PorbRecovery Disc

"t Ant-hiakware Appiication ks cumentty running on S repained deviceis)?
Brand: Cate of Signature Defintions:

Agtiong being taken to minimize future Inoidentc:

Etsad LA

26




5.3 Policy Area 3: Incident Response
5.3.2.1 Incident Handling

The agency shall implement an incident handling capability for security incidents that includes preparation, detection and
analysis, containment, eradication, and recovery .

* SCHEDULED (automated recommended)
* Limit access to administrators
Darmasera rraftieeiAm =
Workstation to server or external media?
* Network is easy to restore quickly if file inadvertently deleted
r \ * Who keeps track of individual media?
. e _ P BACKUP to external media or site
' A c K U I P I, All data needed for operations
! Separate path and access controls than user

* T ‘ e ENCRYPTED with agency holding keys
— e 4.2.4;5.8.1; 5.8.2; Storage & transport of CJI (
A' e 5.1 Agreements EJ_@
, _ * 5.12 Personnel screening
—

* 5.2 Security awareness training
* 5.10.1.2 Encryption
e 5.10.1.5 Cloud Computing (stay tuned for future)



3.2.9 Local Agency Security Officer (LASO)
Each LASO shall:

4. Ensure the approved and appropriate security measures are in
place and working as expected.

What about other entities allowed to access Cll or your systems?

5.1 Policy Area 1: Information Exchange Agreements

WHO are you allowing to access information?
HOW will it be adjudicated/enforced?

e Governmental Agency —5.1.1.4 Agreements
 Governmental - Paper, cease access w/ notice.

* Private Contractor —5.1.1.5 Contract
 Obligated to term for Payment & Civil Court for disputes.
 See policy 3.2.7 Agency Coordinator (AC)




UBTEAL AGERSGY

3.2.9 Local Agency Security Officer (LASO)
Each LASO shall:
4. Ensure the approved and appropriate security measures are in place

and working as expected.

5.4 Policy Area 4: Auditing and Accountability

5.4.1 Auditable Events and Content (Information Systems)
The agency’s information system shall generate audit records for defined events. These defined events
include identifying significant events which need to be audited as relevant to the security of the information

system.

The agency’s information system shall produce, at the application and/or operating system level, audit records
containing sufficient information to establish what events occurred, the sources of the events, and the

outcomes of the events



3.2.9 Local Agency Security Officer (LASO)

LOCAL AGENCY.

Each LASO shall: r'T” . [

1. Identify who is using the CSA approved hardware, software, and n
firmware and ensure no unauthorized individuals or processes have O_FFIC:E_R:'
access to the same. gl

» 5.5 Policy Area 5: Access Control
» 5.6 Policy Area 6: Identification and Authentication

O KACIS

COMING - SPRING 2017
Identity and Access Management

O OpenFox Configurator

31



5.5 Policy Area 5: Access Control
Who can get to what? (Authorized Access ONLY)

The KBI:

e Ensures maximum availability of KCJIS and accuracy of KCJIS information.

e Administers and maintains the core KCJIS servers, including the network, related security, technical help
desk, hardware, software and interfaces.

e Hosts the state central repository as defined in K.S.A. 22-4701 et. seq.

IDENTIFICATION and ACCESS IVlanagement



5.12.2 Personnel Termination
The agency, upon termination of individual employment, shall immediately terminate access to CJI.

5.5.1 Account Management

The agency shall validate information system accounts at least annually and shall document

the validation process. The validation and documentation of accounts can be delegated to local
agencies.

i

“You should check your e-mails more
often. | fired you over three weeks ago."

33



5.6 Policy Area 6: Identification and Authentication

5.6.2.1 Standard Authenticators
5.6.2.1.1 Password

In 2014 FBI audit, we learned:
* Password policy needs to be applied at some point prior to accessing CJI systems.
* Device authentication (Windows)
* CJl application access (CAD/RMS)
* Make sure ALL required attributes/rules are being applied
* Robust - 8 or more characters, not dictionary word or name, not same as userid,
* Expiration — expires within 90 days

* History — can’t use same password for 10 changes



5.6 Policy Area 6: Identification and Authentication

5.6.2.1 Standard Authenticators
5.6.2.1.2 Personal Identification Number (PIN)

When agencies utilize a PIN in conjunction with a certificate or a token (e.g. key fob with rolling numbers)
for the purpose of advanced authentication, agencies shall follow the PIN attributes described below

1. Be a minimum of six (6) digits

2. Have no repeating digits (i.e., 112233) b -\ 4
3. Have no sequential patterns (i.e., 123456) R
4. Not be the same as the Userid.

5. Expire within a maximum of 365 calendar days.
6. Not be identical to the previous three (3) PINs.

7. Not be transmitted in the clear outside the secure location.
8. Not be displayed when entered.

(with version 5. 3)



5.6 Policy Area 6: Identification and Authentication
LOCAL CAD/RMS?

5.6.2.2.1 Advanced Authentication Policy and Rationale

AA shall not be required for users requesting access to ClJl from within the perimeter of a physically secure

location (Section 5.9), when the technical security controls have been met (Sections 5.5 and 5.10), or when the .=
user has no ability to conduct transactional activities on state and national repositories, applications, or ool
services (i.e. indirect access)

(version 5. 4)

NO A.A. required { Lockable patrol car = “physically secure location”
by FBI or KCJIS Electronic RMS is a local agency database (not KCJIS) = “indirect access” to ClI

If your agency, county or city decide A.A. is appropriate:
Use 5.6.2.2 and Figure 8 = Advanced Authentication Use Cases for guidance.

And remember KCJIS ACCESS STILL REQUIRES RSA SecurelD Token Advanced Authentication. - (&3 e



5.6 Policy Area 6: Identification and Authentication
LOCAL CAD/RMS?

5.6.2.2.1 Advanced Authentication Policy and Rationale

2 Case studies of a patrol officer with an MDT in their patrol car.

1. Officer runs own 27, 28, etc.
a. Unique username + password for MDT/agency resources
b. KCJIS User ID + PIN + TOKEN still required to access anything at or through KCJIS.

2. Officer only receives dispatches and enters information such as arrival time, narratives, and information
obtained on scene.
a. Unique username + password for MDT/agency resources

37



3.2.9 Local Agency Security Officer (LASO) | LOCAL AGENGY
Each LASO shall:

2. Identify and document how the equipment is connected to the state
system.

5.7 Policy Area 7: Configuration Management
5.7.1.2 Network Diagram

L CURRENT

U Shows interconnectivity and separation of CJA from NCJA

O “For Official Use Only ” to mitigate KORA, etc.

0 KCJIS 129 Network change request PACKET
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3.2.9 Local Agency Security Officer (LASO) l@@AILA@E[N]@Y
Each LASO shall:

3. Ensure that personnel security screening procedures are being followed
as stated in this Policy.

5.12 Policy Area 12: Personnel Security

O Within 30 days for government employee assignment with DIRECT ACCESS to CJI systems.
0 BEFORE contractor employee is granted ANY ACCESS to unencrypted (plaintext) CdJI.
0 Anyone with “roamin’ around” access to areas where CJI is processed or stored.

0 Anyone with unmonitored access to networks used to transmit unencrypted CdJI.




5.12 Policy Area 12: Personnel Security

* Why different?

Policy is concerned about granting access to CJI, not about employment.

O Within 30 days for government employee assignment with DIRECT ACCESS to CJI systems.
» Own agency or MCA (See 5.1.1.4) with another.
» Subject to internal agency disciplinary and other policies.
» Can also control use of information obtained from indirect access.

> Potentially can be reassigned to job without access to CdJI.

0 BEFORE contractor employee is granted ANY ACCESS to unencrypted (plaintext) CJI.
» Parties are in contractual commitment. (See 5.1.1.5)
+ Hard to change once work has begun.
» No other role available for reassignment due to scope of contract.

» May be out of reach for controlling use or other resolution.









What ever Using same contractors

| thought you gave you

Chotker fhsticeas as other CJAs?

o KCJIS 114RC

. — s Dgade (NCHDY
Flay s o T
e Y L

-----------

.......
- e

.....
e

v" Designed specifically so CJAs can share
record check results

Specifies who does what

Creates paper trail for KHP/FBI audits

ANERN

45



Rawdins
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Greeley | Wic
6GL

Thamas

97

(Osborne

71
oA

Eugsell

84

Joniphag
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Using same contractors as

lots of other CJAs?

3 Contractor has 3 or more CJA customers.

3 Contractor has 6 or more employees.

 CJA customers spans jurisdictions.

NO! That’s
| thought you too many for
did the us to do!

checks?

&
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You've got a friend in me
You've got a friend in me
You've got a friend in me

Kansas Criminal Justice Information System (KCJIS)

Record Check Agreement

A state of residency and national fingerprint-based record check must be conducted for all
personnel with direct access to Criminal Tustice Information (CJI) or who have direct
responsibility to configure and maintain computer systems and networks with direct access
to CJI unless escorted or monitored by authorized personnel at all times. Support personnel,
contractors, and custodial workers with access to physically secure locations or controlled
areas are also subject to record checks. Additionally, in the case of Private Contractors, an
Agency Coordinator must be appointed to ensure all private contractor personnel adhere to all
security policies such as security awareness training. This form provides a mechanism for
agencies who utilize the same contractors or who otherwise agree to share record checking
responsibilities to do so on behalf of each other and in compliance with FBI & KCIIS policies.

This agreement is between the Kansas Highway Patrol (KHP), a Criminal JTustice Agency (CJA)
with ORI of KSKHPQO00, and
a CJA with ORI (henceforth kmown as the AGENCY).

In regards to associates of
a Non-Criminal Justice Organization (NCJO) that has entered into an agreement with the
AGENCY to perform work that may involve unescorted or unmeonitored access to physically
secure locations, controlled areas or systems that may contain unredacted, unencrypted CJI.

On behalf of the AGENCY, the KHP shall perform the following:

v" An initial fingerprint-based record check, all annual rechecks and Agency Coordinator
functions.

¥ Be Holder of Record for any records and make them available to AGENCY FEBI auditors
upon request.

v The KHP shall review all records obtained as part of this process and adjudicate (approve or
deny) the subjects access to CJI or systems containing CJI. All adjudications shall be
communicated to both the Agency and NCJO through electronic means as marked below.
[] Email
[] CIIS Online
[] Other method

Retum a copy o <a'|sas Igma.qarumn CIs Uit

KCJIS 114 RC kg Tcpgn; Gmﬂ
Racard Chack Agraamean Fax
Pagetal2 zmal. g sgu..esg:n Revised 4172015
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PLEASE...
the FD 258 needs to be:

* LEDGIBLE
* Livescan/
machine printed preferred
* FULL images

e COMPLETE

* LAST, First, Middle
* Date of Birth
* Place of birth

* SOC
CURRENT Residence (State)

* CURRENT
Image capture date
MUST be within
past 12 months

KHP has cards with our ORI

LEAVE BLANK

APELIGANT

258 (Fen

SIGNATURE OF PERSON FINGERPRINTED

RESIDENCE OF PERSON FINGERPRI

LAST NAME

ALIASES  AKA o
A
L}

TYPE OR PRIMT ALL INFORMATION IN BLACK FBI
NAaM FIRST NAME

LEAVE BLANK
MIDOLE MAME

KSKHPQOO00
HWY PAT STATE HDQTRSI

[/OaTE OF BIRTH DOB
Day  Year

TOPEKA, KS st

DATE SINATURE OF OFFIGIAL TAKING FINGERPRINTS

CIMZENSHIF CTZ

SEX

FACE

HGT. I WaT | EYES

waR \| PLACE OF BIRTH  POB /

EMPLOYER AND ADDRESS

YOUR NO. OGA

FBING,  FBI

LEAVE BLANK

ARMED FORCES MO, MINU L
REASON FINGERPRINTED ool SECURTY NG 500 e
MISCELLANEDUS NO.  MNU
1. R, THUMS E R.INDEX 3 R MDDLE 4. R RING 5 R.LITTLE
S, L. THUME 7. L INDEX & L MIDOLE g L RING 10 L LITTLE
LEFT FOUR FINGERS TAKEN SIMULTANEOUSLY L THUME A THUMB RIGHT FOUR FINGERS TAKEMN SIMULTANECUSLY
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3.2.9 Local Agency Security Officer (LASO) GENCY
Each LASO shall:

6. Be responsible for securing security awareness training and associated record keeping.

5.2 Policy Area 2: Security Awareness

(13 b ) bl *
O “roamin’ around” access to areas where CJI is processed or stored. T

5.2.1.1 (1-4) #-A_

« D =

0 ACCESS to plaintext(unencrypted) CJI. é __
5.2.1.2 (1-6) vy

drlawr prerratia e i o Nise

0 Physical and logical access to CJI (computer access)
5.2.1.3 (1-17)

0 Unmonitored access to networks used to transmit unencrypted CdJI.
5.2.1.4 (1-5)

CUIVIULAITIVE




5.2 Policy Area 2: Security Awareness

 BECAUSE.. People are
the weakest link!

d KHP CJIS Launch Pad
+

(d NexTEST tracks CJIS requirement

Hanaaa Highway B atral

) S 1
= CJIS TESTING)

{aunch Pad lamns

USER LOGIN

Lepard Ped | Tl Acdmin

Copyright €7 018 Pesk Performance Solikbcns

Kansas Highway Patral

(e it
> CJIS TESTING]

KSKHPQOOD - KANSAS HIGHWAY PATRO...

() v

* Required Fields

First Name: | ==
Middile Initial: |
Last Name: [ Tl [

ORI: KSKHRGIO0D

Certification Level: -

Finger Print Date: |
User Nama: |
Password: |
Confirm Password: |
Minimum Retest Time: [1 Second |

Status: [acive -]

Other Certifications
Certification Level Expiration Date
L €118 Security & Awareness | |

L Local Agency Security Officer [ 1

] TAC Training | |

2\ nexTEST Home ]

Copyright £ 2015 Peak Performance Solutions




Vendors from out of your area?
Has lots of employees?

Used by several agencies?

v FREE to local agencies.

v From the makers of NexTEST.

v’ Designed for non-agency personnel.
(No KCJIS user required).

Contact your I.T.S. auditor for details

INTRODUCING!
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Add vendor Employee 1

Company Name: | |
First Name: | ] *
Middle Name: | |
Last Name: | | *
Phone Number: | |
Level Assignment
LEVEL NAME LEVEL DESCRIPTION ASSIGN
Level 1 CJIS Security  All Vandors with Access to CII 'e)
. Training {This level is designed for vendors wha da not have physical
1 . CJ |S prescri bed |eve|s Of awareness ::td_lelz%ical access to CII but may encounter it in their
¢ Vendor maintains C‘l IS reqUIrementS Level 3 CJIS Security  Vendors with Information Technolagy Roles o
" . . . Training [This level is designed for all vandors with infarmation
* “Prefabbed” interactive presentation it TRt e
* NexTEST style testing.
Expiration Notification: 7
This will allow a vendor employee to manage employees in their company.
Admin Status: |_E|

Finger Print Information
Date:

3. Can register record check date

Email address is your user name

2. Uses employee’s E-mail as user name
* No wasting of KCJIS GEOCLINT username
for outside personnel.
* User sets own password

ail Address: | | *

Confirm Email Address: | | *

Password: | | *

Confirm Password: | | *

e
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5.5.4 System Use Notification

At the operating system level, OR....
WARNING! — FOR OFFICIAL USE ONLY.

ﬁ This is a secure application for use by authorized criminal justice users. Data obtained through

2 & this application is restricted and controlled by Kansas and Federal laws. All ransactions are
logged by user identification and subject to audit. Unlawful use of data may resultin agency
sanctions andfor criminal penalties.

You are accessing a restricted information system.

System usage may be monitored, recorded, and subject to
audit.

In using this KCJIS application, | understand and agree to:

- Properly tender my user ID and password to access the system.
- Accurately identify the purpose for access to restricted files.
- Only use the informaticn | receive for the purpose stated.

Unauthorlzed or mapproprlate use Of the SyStem IS prOthltEd - Restrict information sharing to criminal justice professionals with a "need to know”™.
and may resu|t in discipline up to an including dismissa| from - Mewer allow unauthorized persons to view the web site or the data therein.

L L . . - Mever release data from the web site to any unauthorized persons or agencies.
employment, civil and/or criminal penalties that may include
prosecution.

By logaging in to the KCJIS system, you are agreeing to all terms and conditions as stated above.

| Accept | '{:_&I!i)_e"
|

Use of the system indicates consent to monitoring and L )
recording.

At the application level
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5.8 Policy Area 8: Media Protection

5.8.4 Disposal of Physical Media

Authorized User/Personnel — ... who have been appropriately vetted through a national fingerprint-based record check ...

A police department contracts with a document management company to shred their old paper files.
The private contractor picks up sheets of plaintext printouts in bins and loads them on a truck to transport
to their facility to shred. They return a “certificate of destruction” to the police department.

[ Per 5.12.1.2 - The police department must record check the truck driver and any other employees or

subcontractors of the document company who may have unescorted access to the plaintext CJI prior to
shredding.

U Those document company employees are subject to Security Awareness Training
described in 5.2.1.1 & 5.2.1.2




5.8 Policy Area 8: Media Protection

5.8.4 Disposal of Physical Media

Authorized User/Personnel — ... who have been appropriately vetted through a national fingerprint-based record check ...

POLICY MITIGATION OPTIONS:

» Change contract for on site shredding where an agency authorized person witnesses the shredding.

Se

i=h Onsite Shredding = Lo —

P -

s i I Sty By

Cost too Much? s g -

» Go paperless.
> Se reh Print to PDF . g H

> 53 Copy + 34 Paste to other application

» Buy a shredder
» shred your own documents containing CJI.

CLUTTERERS

» Destroy A.S.A.P. (see 4.2.4) g
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5.9 Policy Area 9: Physical Protection

5.9.1 Physically Secure Location

Can both the PHYSICAL and
personnel security controls be
sufficient to protect CJI?

O Personnel are record checked and security
awareness trained.

O Can be locked to control physical access

U Device used to access CJI requires local logon
(USGI" id & authentication -ie.:windows |ogin+password)

U NO AA required for local CAD/RMS from these
physically secure locations

Q Q s | STILL required to access KCJIS

QO All other policies still apply. (i.e.: encryption)
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Are both the
PHYSICAL and
PERSONNEL SECURITY
controls sufficient to protect
cJI?

No Personnel record checks
+ No Security Awareness training
= NO physically secure location

5.9 Policy Area 9: Physical Protection

5.9.1 Physically Secure Location

No Access Controls (locks, etc.)
= NO physically secure location

O Device used to access CJI requires
local logon (user id & authentication)

U NO AA required for local RMS
(IN-DIRECT access )

L AA IS REQUIRED for DIRECT access
to CJI (5.6.2.2.1)
v’ Covered for now ... ' ' e,
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5.10 Policy Area 10: System and Communications Protection and Information Integrity

5.10.1.1 Boundary Protection

3.

KCJIS policy requires that any connections to the Internet, other external networks, or non-criminal
justice information systems occur through locally managed firewalls. See Section 5.13.4.4 for guidance
on personal firewalls. Also refer to National Institute of Standards and Technology (NIST) Special
Publication 800-41 Guidelines on Firewalls and Firewall Policy, available at
http://www.nist.gov/customcf/get pdf.cfm?pub id=901083

(or from the KHP CJIS Launch Pad > CJIS Documents > TECHNICAL SECURITY INFORMATION)
https://cjisaudit.khp.ks.gov/launchpad/cjisdocs/files/nist sp800-41 guidelines on firewalls and firewall policy.pdf

v' Can be a personal firewall on ALL devices (see 5.13.4.4)

v" NIST SP 800-41 is more current than previous KCJIS information.

L WIRELESS access is “other external networks”.






Secured CAMPUS

Agency controls all areas where cable may be buried.
All cables terminate within physically secure locations.

All possible paths of buried cable between are in line of sight.

H W N

. EXEMPT from encryption requirement

Government Center
Two CJA facilities about 1 block apart. Separated by NCJA (government)
building. Government owns and manages fiber.

1. CJA does NOT control all areas where cable may be buried.

2. All paths of cable between are NOT in line of sight.

3. Cables run through concrete and other impenetrable “conduit” into
secured facilities (wiring closet or server room) under control of I.T.

4. CJA has MCA with I.T. so all personnel with access are under CJA control.

5. ENCRYPTION IS NOT REQUIRED. 63




Government Center
Two CJA facilities about 1 block apart. Separated by NCJA building.
Government owns and manages fiber.

1. CJA does NOT control all areas where cable may be buried.

2. Some cable runs through public access plenum in middle building.
3. Some cables terminate in NCJA areas of middle building.

4. All paths of cable between are NOT in line of sight.

5. Thereis no controlled campus.

ENCRYPTION IS REQUIRED.

Metropolitan LAN
Two county facilities separated by about 1 mile of
uncontrolled city area. County owns fiber.

1. Agency does NOT control all areas where cable may
be buried.

2. All paths of buried cable between are in line of sight.

3. BUT... Even if there may be line of sight, there is no
controlled campus.

ENCRYPTION IS REQUIRED. o4




5.10 Policy Area 10: System and Communications Protection and Information Integrity

5.10.1.2 Encryption

3.  When Cll is at rest outside the boundary of the physically secure location,

a) ...the passphrase used ... shall ...: (be at least 10 characters from all character

groups) ? @

FIPS 197
256 bit

FIPS197 = A.E.S. l

- UPPER |
CASE lower

LETTERS | case
— letters

‘ l@#S%N
&*()_+

1,2,3,4,5,6
17181910.'

Pampers

(Changed when user no longer needs access )

b) Multiple files in the same unencrypted folder shall have separate and distinct passphrases.
A single passphrase may be used to encrypt an entire folder or disk containing multiple files.
All audit requirements found in Section 5.4.1 Auditable Events and Content (Information

Systems) shall be applied. -







5.10.2 Facsimile Transmission of CJI

v ETT [ T4

ENCRYPTION IS REQUIRED. (5.10.1.2)
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5.10.2 Facsimile Transmission of CJI

Physically Secure Location (CJA control)

Public Switched Telephone Network (PSTN, a.k.a P.O.T.S.)

Fax ONLY modems
(no DATA or
TCP/IP protocols)
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5.10.2 Facsimile Transmission of CJI

Physically Secure Location #2
(CJA controlled)

[

4

=
L
ENCRYPTION IS REQUIRED D

Between locations (5.10.1.2)

Physically Secure Location #1
(CJA controlled)

4;
e
'|I-_~

Public Switched Telephone Network (PSTN, a.k.a P.O.T.S.)

Fax ONLY modems

~ (no DATA or

TCP/IP protocols)
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5.10.1.5 Cloud Computing

Review the cloud computing white paper (Appendix G.3), the cloud assessment located within the security
policy resource center https://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view,
NIST Special Publications (800-144, 800-145, and 800-146),as well as the cloud provider’s policies and
capabilities will enable organizations to make informed decisions on whether or not the cloud provider can
offer service that maintains compliance with the requirements of the CJIS Security Policy.
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5.10.4 System and Information Integrity Policy and Procedures

| o)l From | Subject Received ™

5.10_4.4 SECU rlty Alerts and AdViSOfieS [~ USCERT Openssl Releases Security Advisory Tue 3,/1/2016 11:06 AM
[= US-CERT Apple Releases Security Update for Apple TV Thu 2/25/2016 6:50 PM

[~ US-CERT Drupal Releases Security Updates Wed 2/24/2016 11:35 PM

[~ US-CERT FTC Shares Security Tips for ASUS Wireless Routers Tue 2/23/2016 10:12 PM

https://www.us-cert.gov/ncas {4 US-CERT Micrasaft Releases Update for EMET Tue 2/23/2016 12:13 PM
— = US-CERT Google Releases Security Update for Chrome Thu 2/15/2016 8:25 PM

US-CER__ GMU glibc Vulnerability Wed 2/17,/2016 5:06 PM

m Malluna Cyber Axareress Spubam

- CLATIR ATy
o mrd i i o -

e E i
e P - ' - .
F R

US-CERT
US-CERT
US-CERT
US-CERT
US-CERT

Here’s one example/option.

PDDDD

Mozilla Releases Security Updates

Cisco Releases Security Update

Microsoft Releases February 2016 Security Bulletin

Google Releases Security Update for Chrome

Adobe Releases Security Updates

Oracle Releases Security Updates for Java

Comodo Chromodo Browsers Vulnerable to Crass-Domain Attacks
5B16-032: Vulnerability Summary for the Week of January 25, 2018
Mozilla Releases Security Updates

IRS Releases Tenth Security Tip

Apple Releases Security Update for twD5

5B164025: Vulnerability Summary for the Week of January 15, 2016
Google Releases Security Update for Chrome

Cisco Releases Security Updates

Linux Kernel Yulnerability

ISC Releases Security Updates for BIND

Apple Releases Security Updates for i05, 05 X El Capitan, and Safari
Oracle Releases Security Bulletin

IRS Releases Minth Security Tip

5B16-015: Vulnerability Summary for the Week of January 11, 2016
OpenssH Client Vulnerability

Cisco Releases Security Updates

Fri 2/12/2016 5:15 AM
Thu 2/11/2016 12:09 PM
Tue 2,/9/2016 6:21 PM
Tue 2/9/2016 5:556 PM
Tue 2/9/2016 2:13 PM
Mon 2/8/2016 5:12 PM
Thu 2/4/2016 7:.07 PM
Mon 2/1/2016 10:28 AM
Tue 1/26/2016 5:11 PM
Tue 1/26/2016 12:35 AM
Tue 1/26/2016 12:10 AM
Mon 1/25/2016 £:15 AM
Wed 1/20/2016 10:22 PM
Wed 1/20/2016 5:35 PM
Tue 1/19/2016 8:13 PM
Tue 1/19/2016 8:13 PM
Tue 1/19/2016 8:13 PM
Tue 1,/19/2016 5:40 PM
Tue 1/18/2016 12:10 PM
Mon 1,/18/2016 7:02 AM
Thu 1/14/2016 9:14 PM
Wed 1/13/2016 8:09 PM
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5.10.4 System and Information Integrity Policy and Procedures
5.10.4.1 Patch Management

Don’t forget about the other vulnerable parts of your networks

Windows 10

Vendor announced End of Life
* means no patches available

No patches available

* Means NON COMPLIANT
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5.10.4 System and Information Integrity Policy and Procedures
5.10.4.1 Patch Management

Speaking of End Of L|_fe ... (or if you prefer — “the sunset”)

Kansas Switch Interface Protocol
(KSIP)




5.10.4 System and Information Integrity Policy and Procedures
5.10.4.1 Patch Management

You Need ,
A Budget. FLT%

for Equipment and software
upgrades and support after
initial funding and contract expires

75




5.10.4 System and Information Integrity Policy and Procedures
5.10.4.2 Malicious Code Protection
5.10.4.3 Spam and Spyware Protection

at critical points throughout the network and on all workstations, servers
and mobile computing devices on the network




5.13 Policy Area 13: Mobile Devices

Accepted FBI CSP as written with one addition to 5.13.1.3 Bluetooth

(';; Bluetooth is not allowed for transfer of CHRI * between computing devices. Bluetooth is allowable for
N devices such as keyboards, mice, microphones, headsets, etc. i :

*Refer to definition of CJl in 4.1

* Data entry is NOT CJI (yet)

* Devices that display graphic representation of query result (such as traffic light ) are‘{

e E-Ticket printer
* Subject’s name, License #, etc. is same information on hand written ticket.
e CJIS systems are not usually required to obtain that information.
* |Information on ticket does not reveal additional Pll, CHRI, or FBI restricted file information.
* Printer’s format not conducive to additional information like CHRI.
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5.13 Policy Area 13: Mobile Devices ( + Appendix G.4)

Includes all wireless considerations.
5.13.1.1 All 802.11 Wireless Protocols

5.13.1.2 Cellular

5.13.1.3 Bluetooth

By its nature, wireless communications occur over “external networks”

(AIR is outside agency control!). See 5.10.1.1 #3 regarding firewalls.

I Access Point
Laptn.p h & .

A wired network |

Cell Phone
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5.13 Policy Area 13: Mobile Devices ( + Appendix G.4)

5.13.1.1 802.11 Wireless Protocols

Agencies shall implement the following controls for all agency-managed

wireless access points with access to an agency’s network that processes unencrypted CIJI.
15. Insulate, virtually (e.g. virtual local area network (VLAN) and ACLs) or
physically (e.g. firewalls), the wireless network from the operational wired infrastructure.
Limit access between wireless networks and the wired network to only operational needs.

Access Point




5.13 Policy Area 13: Mobile Devices ( + Appendix G.4)

Managing devices accessing your network and CJI

Full Featured vs. Limited Functionality Operating Systems

t ’ ThiL J
X mn;::m:: i0S 9

o Bl Windows RT

Form Factor

Connectivity?

i

=
@




5.13 Policy Area 13: Mobile Devices ( + Appendix G.4)

Managing devices accessing your network and CJI

5.13.2 Mobile Device Management (MDM)

U CJI only transferred between authorized applications and storage
U Centralized administration

U Remote Lock

U Remote Wipe

O Setting and locking device configuration

U Detect rooted or jailbroken

O Enforce encryption (5.10.1.2)

O Apply policies

U Detect unauthorized configurations
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5.13 Policy Area 13: Mobile Devices ( + Appendix G.4)

Managing devices accessing your network and CJI

5.5.6.1 Personally Owned Information Systems
When personally owned mobile devices (i.e. bring your own device [BYOD]) are

authorized, they shall be controlled in accordance with the requirements in Policy

Thank 7
Yllll o

Area 13: Mobile Devices.

n i i i‘i” g

Toda

a S | Do natm n'l

Bux

Gracias
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5.13 Policy Area 13: Mobile Devices ( + Appendix G.4)

Managing devices accessing your network and CJI

5.13.8 Wireless Hotspot Capability

(15.13.1.1 All 802.11 Wireless Protocols

(1 Only Agency Authorized Devices
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